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Abstract: - Research is experiencing exponential growth through blockchain network applications, but it still faces 

potential challenges in terms of privacy and security. For safe and secure bitcoin transactions blockchain technology 

is the best-known besides powering cryptocurrencies, trying to make safe and secure transactions from one person to 

the other. In this paper, the proposed system primarily focuses on delivering security to blockchain Networks by 

providing a Sybil attack prevention technique. This paper proposed the Sybil attack prevention technique during 

which the node formation process generates a node’s id, the timestamp at which a node is created, password, and 

encryption code. The code is formed with RSA (Rivest-Shamir- Adleman) mechanism the goal is to allow user 

authentication in the blockchain framework. To store this information regarding each node we use Routing Protocol 

(RPC). By using this method, we identify the Sybil nodes from other normal nodes. A Sybil node is identified 

initially through the data communication process, with no data loss, which results in minimum time and low energy 

loss which enhances network performance. This approach demonstrates data communication inside the blockchain 

system and increases the throughput as well.  
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1 Introduction 

  Blockchain is known as the distributed ledger which contains approaches such as cryptography, peer-to-

peer(P2P), consensus algorithm, and networks of subscribers and the communications transaction are 

transparent between the parties which are involved [1]. Blockchain-based systems security has converted 

a key problem [2]. Sybil’s attack is posing a massive risk to the built blockchain systems. This was the 

major security challenge while evolving cryptocurrencies working to complete the Net [3]. A Sybil attack 

was first presented in a comprehensive Sybil attack technique. In the Sybil attack, the attacker generates 

numerous pseudonymous identities in peer-to-peer (P2P) networks by hijacking an insecure computer that 

threatens user privacy [4].   

  A single hostile peer can perform the Sybil attack by generating loads of false identities to cheat the 

organization and break down its trust and redundancy system. A Sybil attack is an extremely potential 

risk in wireless sensor networks (WSN) that a distributed system [3]. In blockchain systems, this kind of 

attack is used to isolate a goal node from an honest network, which is used to present the varieties of 

attacks. As an example, Sybil attacks can block the distributed anonymity procedures and will rise the 

opportunity to find the manipulator's original identities [5].  

  The Sybil attack occurs mainly through transmitting, and it can work with no separate authentication and 

uniqueness assessment of the communication bodies [6]. The main attacker node can get numerous 

identities. The entity in the association knows how to try to affect the Sybil attacker due to the alertness to 

each entity through the message in the communication network. The fault and attacker nodes are initiated 

outside and inside the path and in WSN. The monitoring node can especially recognize the attacker node 

in a unicast and a multicast situation. The attacks in blockchain systems are 51% [7].   

2 Literature Review   

 Most of the researchers have worked on several attack prevention systems where they are using fuzzy 

logic design [19, 25], machine learning approaches [21-24, 26-30, 33-37, 41-47] like CNN [32], soft 

computing [20], computational approaches [38-40], and the fusion approaches [31] as well. In the 

investigation of a Sybil attack, different methods have been projected to stop or alleviate this attack. 

Different Algorithms known as Sybil Guard and Sum-up offer confrontation in contradiction of almost 

115 Sybil by examining the Sybil social graph [8]. The other blockchain framework named Trust Chain 

handles this issue by generating using an immutable chain. This chain is the creation of connections 
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among separate users that is temporally and well-ordered. It calculates the trustworthiness of the agents in 

online communal created on the previous history. They also used a technique called NetFlow [9] that 

confirms that each user that is consuming the resources is sharing a few resources with other nodes in the 

network [10].  Every interaction between two agents is supported with a track record in the data structure.   

  A limited number of agents, a limited number of connections, a task mapping every communication to 

the agents engaged in it, the main function that defines the role of an agent in the interaction. Trust Chain 

computes the trustworthiness of agents in the operational communal with the Sybil attack challenge by 

utilizing it as the input to a previous transaction. It proves that agents that utilize the available resources 

from society can also pay back. Every transaction is cryptographically contracted by both participating 

parties which are using any secure authorization mechanism. This confirms that the contribution of every 

user involved in a transaction is indisputable [11].  In another research, the Sybil attack resistance system 

built on Prove of work (PoW) is helpful for the privacy-preserving machine learning mechanism that is a 

PoW. There are applications to create an additionally accessible blockchain. Bitcoin NG is another 

protocol of blockchain that is considered to calculate the Byzantine fault-tolerant, vigorous to the risky 

churn, and which reveals the roughly same trust-based template removing qualitative deviations to the 

system. Improving the block creation rate has been talked about by employing using the GHOST law, 

change to the technique of bitcoin nodes 130 re-organize, and constructing the blockchain network. 

Otherwise, one can reorganize the chain to make a focused acyclic grid of building blocks and drop the 

transaction recognition instructions which integrate deals at the same time from the contradictory block. 

Although models offer an important rise in the potential speed, that did not permit limitless scalability and 

need complicated information 135 consensus mechanisms [12].  

  Data confidentiality is reached with statistical data and information perturbation, this technique 

preserves confidentiality even though even letting for effectual model learning by numerous mutual ML 

procedures. The effort talks about two keyboard encounters meant for blockchain consensus structures 

and data mining and privacy-preserving information. It offers the method of reducing energy waste 

characteristic to the blockchains generated on the Nakamoto consensus and lays the basis for a distributed 

two-way marketplace for the ML versions. The main rewards of the plan are threefold this one reduces 

energy waste, that offers a distributed market for ML models, and attaches the complete computing 

capacity of the blockchain systems [13].  

  In another study lightweight Sybil attack discovery system for a central clustering-based ranked system. 

The grouping method knowingly extends network life by evading immediate communication among 

nodes and the basis station. They planned a Sybil attack discovery structure that needs the associate the 

two available nodes. Secondly, we execute our system for the central clustering-based classified system to 

stop Sybil nodes after contributing to cluster top choice and these nodes are proficient in creating several 

virtual clusters with their fake identities [14].   

  This research shows that it is almost difficult for every node to provide full complex network 

membership information, as individual nodes hold limited association data termed as local view. Under 

that premise, a series-based one-to-one interaction system may be used to relay or aggregate messages. A 

node selects f neighbors at each round and interacts in the pull, push, or push-pull mode with neighbors. It 

forms a pattern of contact that is recognized as gossip. The Sybil node generates different fake identities 

between nodes that monitor the system by using unlimited processing resources. Identifying Sybil nodes 

and protecting them from Sybil attacks in the cloud computing domain should satisfy these properties.  

Security: If a regular node named Nodei comes across a Sybil node such as Nodej executing a Sybil 

attack via creating multiple fake node identities, the Nodei can detect that this Nodej is the Sybil attack 

node in the network.  

Aliveness: If the Sybil node such as Nodej initiates the Sybil attack, the regular nodes can ultimately 

detect that this Nodej is the Sybil node.  

  The main ideas of the protection and liveliness in delivered architectures are not anything bad that 

happens and ultimately a little positive happens. More precisely, the protection and safety function in this 

algorithm is to make sure that when a regular node that is Nodei checks a Sybil node Nodej, the Nodei 

always verifies that the Nodej is the Sybil node [15].  
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  In this paper, the Random Password Generation (RPC) methods focus mainly on different traffic phases 

and protection throughout the information broadcast in WSN. The RPC algorithm creates the routing 

table that understands data about the implemented nodes. The middle nodes in the route are recognized 

among the source and the destination. The middle node’s information is then compared with the RPC 

database through interaction between nodes, which are built on assessment results that decides whether 

they are Sybil node or regular node. The RPC also creates a complete route by adding an honest node in 

the pathway from the source to the destination node by numerous sub-techniques [16]. A technique for 

preventing and detecting a Sybil attack in WSN is proposed. They define the message passing and an 

authentication algorithm. The formation of Sybil’s activity using personal identities is known. Existing 

research tackles the discovery of the Sybil attack through the verification of fake identities. Various nodes 

are positioned in the network arbitrarily by administrator control. They are well-arranged, promising, and 

cost-effective nodes in that network. Throughout the node formation process, every node receives a 

message that indicates the node creation time and starts time in the network. The complete node responds 

to the BS with location, RES communication message with the ID, and time. This information is kept 

under network administrator management [3].  
  

Table 1: A literature review of the Sybil attack  

Reference   Year   Methodology used   Gap   Outcomes  

Kumari et al. [17]  2020  the proposed model used 

RFID technology. The data 

from the system can be 

only retrieved by the users 

who are permitted. That 

provides the first level of 

security and when the 

customer is verified, he can 

then gain access to the 

transaction system.  

Authentication is 

carried out using 

biometrics and that 

limits users by 

calculating the 

amount of data 

needed to avoid 

invading IoT 

requests.  

Various security 

systems improve the 

confidentiality of the 

created hash, and 

validation rate but also 

satisfy the needs of 

data security  

D. Dasgupta et al. 

[11]  

2019  In this study, they analyze 

and apply the security 

problems surrounding 

blockchain template-

related technologies. We 

have tried to identify the 

blockchain safety issues 

based on our latest research 

papers survey.   

Security challenges 

in blockchain 

domains.  

The study tries to figure 

out the current trends of 

blockchain 

development.  

Zhang, R et al. [18]  2019  Bitcoin-like cryptocurrency 

systems are followed by 

supplying the additional 

protection and privacy 

properties that are desired 

in lots of blockchain 

programs.  

Privacy and Security 

Challenges  

They analyze the 

blockchain bitcoin and 

it consists of consensus 

processes, hash 

enclosed garage, 

linking protocols, secret 

signatures, and 

noninteractive zero-

knowledge evidence.  
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S. Zhang et al. [3]  2019  In this paper, Sybil attacks 

are discussed and raise the 

possibility of getting into 

first in the mining race, this  

challenges in the 

prevention of the 

Sybil attack.  

They analyze the Sybil 

attack.  

  effectively initiating the 

Sybil attack.  

  

P. Otte et al [8]  2017  This paper introduces a new 

methodology that presents 

scalability, openness, and 

Sybil resistance while 

replacing proof-of-work 

with a mechanism to verify 

the validity and integrity of 

operations.  

Sybil attacks the 

method that 

calculates 

trustworthiness 

which needs a lot of 

time and decreases 

overall performance.  

The throughput of the 

Trust Chain exceeds 

that of conventional 

blockchain designs like 

Bitcoin. This shows up 

by using obtained data 

from the live network 

that Trust Chain has 

enough information to 

identify the Sybil 

attack.  

J. Lim et al. [15]   2017  The paper proposes the 

Sybil attack safety function 

in our algorithm they 

guarantee that a regular 

node tests a Sybil node; a 

regular node always 

verifies that the false 

identity is the Sybil node.  

They compare every 

time the new node 

takes processing 

times and resources.  

Provide algorithm for 

Sybil attack detection  

M. A. Jan et al. [14] 

    

2015  They also introduced a 

central traditional clustering 

scheme to avoid the Sybil 

nodes assisting in cluster 

selection, the node could 

create multiple virtual 

nodes using the fake 

identities.  

They designed a 

Sybil.  

attack finding 

framework which 

required just the two 

nodes accessible to 

the associate  

Developed a system for 

detecting the fake 

identities caused by 

Sybil attack  

Y. Sompolinsky et al. 

[12]  

2015  They present the Sybil 

attack resistive method 

constructed on the Prove of 

work (PoW) which is 

helpful for privacy-

preserving machine 

learning systems.  

These proposed 

models offer an 

important rise in the 

potential rate, that 

did not allow for 

boundless scalability 

and need complex 

techniques.  

Provide a Sybil attack 

resistive mechanism.  
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R. Amuthavalli et al. 

[16]  

2014  They present that the RPC 

algorithm generates a 

routing table gathering 

details about the nodes that 

are being deployed. One 

source and destination 

identify the in-between 

nodes in a path. The data of 

the internode is then 

matched with the RPC 

database by contact 

between nodes, which 

builds on the evaluation 

results and determines 

whether the Sybil node or 

the normal node.  

They stored the 

information in a 

database which 

needs time during 

the information 

retrieval for every 

node.  

Proposed algorithm 

RPC based to prevent 

the Sybil attack.  

  

  This paper plans to research and study different Sybil prevention algorithms and available frameworks 

for this attack and to propose a generalized approach that will cover all the parameters to make blockchain 

more secure and prevent this attack.  We identify the common reason behind this attack and proposed new 

prevention methods based on these parameters which will make blockchain more secure. After studying 

different approaches, we find the common parameters and features which use to avoid this Sybil attack in 

a blockchain transaction. We make these features compulsory to add all blockchain networks which helps 

in the prevention of Sybil’s attack. Our proposed system assigns a node id, timestamp, and password to a 

normal node during the node formation process. This information is stored in the RPC protocol and 

compared before the transaction is processed. The transaction is only carried out when the information 

matches between two nodes. It also identifies the Sybil node and avoids avoid the data being shared with 

wrong identities. This method is efficient and makes the blockchain network secure and avoids Sybil 

attacks.  

3 Proposed Methodology:   
  

  In this paper, we proposed the Sybil attack prevention system that prevents attacks in the blockchain 

network shown in Figure 1. This addresses the various traffic stages and protection issues during data 

transmission in the blockchain network. In the blockchain, the transaction is carried out between many 

nodes, as a Sybil attack generates nodes with fake identities which is called the Sybil node. In our 

proposed algorithm, during the node formation process, we generate a node’s id, timestamp of generation, 

and a password and encryption code. The code is produced with the RSA (RivestShamir- Adleman) 

Mechanism the main aim is to allow Mutual user authentication with the blockchain framework. The code 

size ranges from typical 1024 to 4096 bits. This method is used to encrypt and decrypt modern computer 

Messages.  It is an asymmetric algorithm in cryptography. Asymmetric means two distinct keys exist. It 

also happens that public-key cryptography is called although one of the keys could be done to everybody. 

The other thing needs to be kept secret. So only honest nodes can care about this code with each other.  

  We store this information in the routing table (table-RPC) that stores the data of every node such as id, 

password, and time, the middle nodes in the communication route are recognized between the source and 

the destination. Remote Procedure Call (RPC) is an effective technique for developing client-server-

based, decentralized applications such as blockchain. This is based on expanding the traditional local 

calling protocol so that the so-called method does not need to reside within a similar address range as the 

calling protocol. This middle node data is then matched with the data available in the RPC database. If the 

given information matches up, then the node is regular and the normal node else node is the Sybil node.   
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Figure 1: Proposed System Architecture 

  Every communication operation is cryptographically developed by both participating organizations 

which are utilizing the secure authorization method. This confirms the contribution of every consumer 

that involved in a contract is indisputable. Large amounts of nodes are placed in the network arbitrarily 

below the administrator’s control. They are well-arranged, promising, and power-efficient nodes in the 

network.  This technique requires that the RPC system assigns random values to each node. These nodes 

test if the nodes are regular nodes. In this algorithm, a Sybil node is identified originally through the data 

broadcast process, with no information loss, which results in time and energy loss with node saves. It also 

gives rise to enhance network performance.  

4 Conclusion:   
  To tackle the security issues in the Blockchain network we proposed an algorithm to Identify the Sybil attack and 

find the parameter which is used in Sybil attack prevention algorithms to prevent this attack. Every node has a node 

id, password, and timestamp that indicates the node formation time and birth time in that network, and this 

information is stored in the RPC routing table. The two-way authentication is carried out before the actual data 

transmission which will make the blockchain network more secure. The honest node contains all the information and 

this algorithm compares it before the transaction. This algorithm identifies the Sybil nodes in the early stage, this 

permits the blockchain network to take on their further communication with no fear of Sybil attack.  
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